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CyD Network Utilities - Security tools
Compatible with: 2000/XP/2003/Vista/Windows 7
CyD Network Utilities is a set of network tools useful in diagnosing networks and monitoring your computer's network connections. This is an excellent collection of easy-to-use network utilities for any network administrator. CyD NET Utils offers many TCP/IP utilities in one program. Its capabilities include: check oopen ports (checking running services), scanning for open resources and security test... 

This software is created by hackers and security specialists for system administrators and security specialists. The main module is a Security tester that allows you to test WEB server or WEB site on: 

· SQL Injection errors

· Include errors

· XSS injection

Registered users could get free e-mail consultations on founded vulnerabilities. We will test your WEB page by hand absolutely free-of-charge.

The computer test is a very difficult. Sometimes the program could alert on pages that do not have any errors, but the server has some symptom. We are always improving our testing engine to be more precisely.
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This program is shareware. You can use this software free of charge or enjoy further privileges as a registered user for $49. If you are not registered, you can start the program only 30 times. After 30 starts, the program cannot be started. 

Benefits after registration:

· The software will be always functional (instead of trial period)

· No time and function limitations

· Closed functions will be accessible

· All updates and new versions are FREE!

· Registration code and instructions will be delivered to you by e-mail

· Free e-mail technical support

Please take the time to register.
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We are always interested in your opinions of our software, and are always open for suggestions for improving our software. Contact us if you have any suggestions. 

Port scanner: 

Port Scanner is an advanced network utility for finding ports that are open on any machine or range of machines on a network. CyD Port Scanner can scan any class A, B or C network for any list of open ports. Finding open ports on a host can be one of many things. An open port can be a server service like FTP or HTTP that a user on the node may or may not be allowed to run under the network's administration rules. An open port may also be a backdoor Trojan program that a hacker installed through a virus or remote administration exploit. 

It is very important to find these holes in your network because any machine that can be compromised on your network brings a hacker one step closer to having full administrative privleges on your network, and ultimately destroying important data, or even spying on sensitive data. 

To run port scanner, select the item Scan ports from the Network menu or press [image: image3.png]


. A Scan ports module will be displayed:
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In the module you must choose the scanning type you want to use - TCP or UDP. Type the IP address you want to scan and press the [image: image5.png]


button . 

Other toolbar buttons:
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- cancel scanning;
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- save result to text file;

Shared Resource Scanner: 

Shared Resource Scanner can scan any network for a list of shared resources (drives/printers/other resources). 

Share Scanner is a graphical utility that will allow you to view shared resources on a remote machine. Use this scanner to scan an IP network (local or over the Internet) for machines with open shares. It is good to use this from outside of your network so that you can see if there are any shares open to the public on your network. If you do find open shares this might not good thing because hackers can easily view files, delete files, or have the system run virus. Check privilegies on the open resources. 

To run share scanner, select the item scan share from the Network menu or press [image: image8.png]


. A Share Scanner dialog window will be displayed:
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Type IP address of host which you will be scanning. To start your scan click the Scan share resources button [image: image10.png]


. 

Other toolbar buttons:
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- cancel the scanning;

Graphical ping tool: 

Ping is a graphical version of the common Windows networking utility "Ping" that allows you to test connection with a remote computer. It's main purpose is to test connectivity between you're host, and a remote host. It will also report to you the delay time of sending and receiving simple messages between the 2 hosts. This can be useful for troubleshooting timeouts when connecting to a remote machine. 

To run ping, select the item Test connection (Ping) from the Network menu or press [image: image12.png]


. A Ping dialog window will be displayed:
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First you will enter host name or IP address for the address field in the Host name/address. You can keep the default packet size, timeout, and count (number of pings to send). Now you simple click the "Ping" button [image: image14.png]


. First ping will lookup the hostname, so it may take a few seconds to start, then you should see 3 lines indicating the ping status.

Other toolbar buttons:
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- stop scanning;
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- save result to text file;

If you see timeout in the results, then either you need to increase your timeout value, check your Internet connection, or your server is down. Otherwise you should see the time in milliseconds that it took to send and receive an ICMP message from your web server. 

The timeout value is in milliseconds, so 1000 milliseconds is equal to 1 second. In general, 1000 milliseconds should be more than enough time to do a ping. The packet size is good for testing how long it takes to send larger packets, for instance, if you know that you usually send and receive large packets of 4096 bytes (4k), then you can use that for your size, and increase your timeout value, then see exactly how long it takes to send/receive a packet of that size. 

Shell: 

Shell is an advanced utility for testing commands on an open port. When you find an open port, a lot of servers have a HELP command that you can enter, and they will list the commands that are available. You may also want to use the shell to test an Internet application that you are developing, or maybe to test protocol information for a server. 

To use Shell, select the item Shell from the Network menu or press [image: image17.png]


. A Shell dialog window will be displayed. 
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Toolbar buttons:
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- connect to remote server port;
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- Disconnect;
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- save the current session text to a text file;

Let's say that on your remote server has port 21 open. This is most likely an FTP server. Now you can test sending FTP commands to the server. Enter the host in the Host name / address field, and the port 21 in the Port number field. Now click "Connect" to attempt to connect to the server. 

The first command you must send to an FTP server is "USER " followed by a your user name. In the Command field at the bottom, type "USER YourName" and click Send (or hit enter). This will send the USER command, and the FTP server should respond. 

Automatic test for WEB site vulnerabilities: 

Security test is a new feature of CyD NET Utils 5.0. Now you can test your WEB site on errors:
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 HYPERLINK "http://www.cydsoft.com/down.php?cat=4&icat=7" SQL Injection 
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 HYPERLINK "http://www.cydsoft.com/down.php?cat=4&icat=8" XSS (Cross Site Scripting)

PHP includes 

The most commonly used database attack is SQL Injection. The attack is perpetrated by inserting an SQL query instead of a parameter into the URL field, to be executed by the database server. Being able to execute SQL commands on the database server makes it possible to destroy all database data. For more information about SQL Injection read SQL Injection and PHP document on our site. 

Web applications pose a unique threat as programming web applications does not require employing skilled programmers. Anyone with access to various point and click tools is now a web developer. All software developers be able to make mistakes. Test your WEB software with CyD NET Utils for most popular errors to prevent hacker attack. 

Test your WEB site security

To test security, choose Test WEB server security from the Security menu or press [image: image25.png]


. A dialog window will be displayed where you can test your WEB server:
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Type WEB server URL in WEB site URL field. For example URL must be look like: http://www.servername.com/index.php

Press [image: image27]Test WEB Servers button. A dialog window will be displayed where you can select the test properties:
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In the dialog you can select what kind of errors you want to search for on the WEB server. You may choose: SQL Injection, XSS (Cross Site Scripting), Include vulnerabilities and Broken links. 

Click OK to start security test. Security test result: 
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In this example we see Warning message:

WARNING: http://www.mnthunder.com/igsbase/igstemplate.cfm May be have SQL Injection error in param:SRC
What does it mean? WEB program http://www.mnthunder.com/igsbase/igstemplate.cfm may have the SQL Injection error in the SRC parameter. Contact with your WEB developer to check this out.

Brute force module to crack passwords: 

When your attempts to break into a server using your basic brain power have failed, you can always fall back on the brute-force method (password cracker). No, brute force does not mean that you will have to grab the site administrator by the throat, knock his head on the wall, and demand that he surrender the passwords. Brute force means simply trying different passwords until you hit on the right one.

Look at the statistics. Every security-research project reaches same conclusion regarding the passwords people use: Most beginners use names of their pets, birthdays, phone numbers, and the like as their passwords. A well-compiled password dictionary can let you break into practically any system, because there are inexperienced users everywhere that use these types of passwords. And if these users have high enough privileges, hackers can have a real field day!

Are you still skeptical? Then let me remind you about the famous Morris worm, which used the dictionary method to break into systems. Its own dictionary contained fewer than 100 words. In addition to its own dictionary, the worm used the dictionaries from the compromised computers. But those did not have too many passwords in them either. Using such a primitive algorithm, the worm was able to spread through a huge number of the Internet computers. This was one of the largest-scale infections ever! Yes, it happened a long time ago, but the level of professionalism of the average user has not grown since then. There are many experienced users, but there are many more green beginners.

Is the brute force used by hackers only? No. You can use the brute force if you lose your own password. Administrators could use the brute force to check all accounts in their system to check accounts for brute force attack. You have to change your password if it found in the dictionary or when the password was cracked too fast. If you can crack your password using brute force, a hacker will do it too. 

CyD NET Utils include fast brute force to check resistance to crack passwords. To run brute force, select the item Brute force from the Security menu or press [image: image30.png]


. A Brute force dialog window will be displayed:
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· Host name / address - the host name or IP address of the destination server;

· Service - select the service you want to check using brute force module. CyD Network Utilities 2007 SP2 support FTP Server and Mail server. 

Press [image: image32.png]


within Brute force module window to start brute . A Brute force properties dialog will be displayed:
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Select Default dictionary to use the built-in default names and passwords dictionary. Select Specified dictionary to use your own dictionary. If you trying to crack mail account, you must use Specified dictionary option. In the Users field type the filename that contain correct username, which you want to crack. For most common WEB servers the user name for an e-mail account is e-mail an address or all text before @. For example: john@mailserver.com to authorize can use the john or john@mailserver.com username. 

Toolbar buttons:
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- start brute;
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- cancel brute;
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- save result to text file;

UDP Client
Sometimes we just need to send a text message to any kind of UDP server. In this case you can use UDP Client module. To run module choose UDP Client menu item from Network menu or press [image: image37.png]


toolbar button. A new UDP client tab will be created:
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To send a new UDP request you need to do the next steps:

· Type server/host name or address in Host name/address field

· Type server port number in port number field

· Type command in Command field

· Check Add CRLF box if you want to send end line and the end of the command 

· Press Send button

DNS Lookup
CyD Network Utilities 2010 got a new module: DNS Lookup. It is a visual analog of windows command line utility nslookup. The module allows you to get DNS records associated with domain name. To run DNS Lookup module, select the DNS Lookup menu item from the Internet menu or press [image: image39.png]


. A DNS Lookup module window will be displayed: 
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Type domain name/names in Host names field. If you want to get DNS information for several domains, type their names one in line. To get DNS records for typed domains press Get DNS Records ([image: image41.png]


 )

Other toolbar buttons:
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- dns lookup options;
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- save result to text file;
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- show print preview window;
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- print DNS records;
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- clear result window content

Network Utilities Knowledge: 

Network mask

The subnet mask. In conjunction with the IP address, another dotted decimal notation number is used to divide the network into smaller segments. It is called the subnet mask. Whereas your home address can have several components (such as the house or apartment, street, city, and zip code), a computer address has only two characteristics: the network ID (also called a network address) and the ID of the computer inside the network (also called a host address). The subnet mask determines which part of the computer address defines the network and which definesthe host.

To understand how the mask does this, each of its numbers has to be converted into the binary format. Consider this using mask 255.255.255.0 as an example. In binary format it looks as follows:

11111111.11111111.11111111.00000000

Now convert the 192.168.001.001 IP address into the binary format:

11000000.10101000.00000001.00000001

Now superimpose the mask on the IP address. The ones in the mask determine which parts of the IP address are the network address, and the zeros specify the host address. Ones in the mask must always be located in the left part of the mask, and zeros must be in the right. Ones cannot alternate with zeros. For example, the following mask is correct:

11111111.11111111.00000000.00000000

This one is wrong:

11111111.11111111.00000000.11111111

There can be no ones to the right of zeros.

Consequently, with the 255.255.255.0 mask, the first three octets of the IP address define the network ID, and the last octet defines the host ID in this network. Because the maximum value that this octet can assume is 255, this is also the maximum number of computers the particular network can have.

Consider another example.

192.168.001.001 — IP address

255.255.000.000 — Subnet mask

In this case, the first two groups define the network ID, and the last two are the host ID in this network. The number that can be expressed by two octets is much larger than 255; consequently, the network will be much larger.
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